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Internal Audit Committee Past Audits Action Plan 
 

 

 
 

 
Audit Title 

 
Risk Rating 

 
IAC Review Date 

Human Resources MEDIUM  
Audit Objectives 

The objective of the review was to consider the effectiveness of Council’s existing Human Resources processes focusing 
on the following areas: 
• HR Policies 
• HR Reporting 
• Recruitment and appointment practices 
• Inductions and exits 
• Staff complaint management 
The objective of the audit is to determine if BVSC has effective management practices related to Human Resources (HR) 
for its employees, and to assess compliance with applicable legislation, policies, procedures and best practices. 
Additionally this audit will, where appropriate, identify opportunities to improve Council’s existing HR management 
systems. 

Findings 
Overall, it was determined that the processes and current controls in place relating to Human Resources practices 
specifically relating to recruitment & selection, HR reporting and inductions & exits at Council required strengthening 

Associated Risks to Council 
Reputation, Human Resources, Governance, Ethics 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

 Auditor Recommendations   Current Status (include evidence) 
1. Reporting Requirements 
- Formalise HR reporting requirements and designate 
who is responsible for compiling and reporting this 
data to Management. 

Business Services Manager Comments: 
Employee Support Services developing mechanisms for greater 
reporting capability of all key result areas including EAP, 
recruitment, training and return to work. Formal HR reporting 
requirements undetermined and proposal for a reporting 
procedure will require LEG approval. 

2. Procedure 5.04.2 
- Review and update BVSC Procedure 5.04.2 
Recruitment and Selection to ensure that there is 
compliance with all relevant legislative obligations. 

Business Services Manager Comments: 
Updated procedure 5.04.2 release date July 2016. 

3a. Recruitment Checklist 
- Develop a recruitment & selection checklist which 
captures formal approvals and task completion sign off. 

Business Services Manager Comments: 
The development of both an On-Boarding and Off-Boarding 
procedure (ETA: August 2016) and the release of e-Recruit 
(July/August 2016), will direct employees to checklists for formal 
approvals and task completion sign offs. 
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3b. Job Evaluation Summaries 
- Ensure that Local Government Job Evaluation 
summaries are included in the recruitment pack and 
subsequently filed in TRIM. 

Business Services Manager Comments: 
Requiring LEG approval that Organisational Development and 
Governance release each job evaluation (to date and moving 
forward) to Employee Support Service for the maintenance of 
effective records management processes. 

4a. Recruitment/Selection Checklist 
- Develop a recruitment & selection checklist. 

Business Services Manager Comments: 
The release of the updated procedure 5.04.2 Recruitment and 

Selection and e-recruit will provide operational directives and 
work flow checklists. 

4b. Recruitment and Selection Training 
- Provision of recruitment& selection training for 
managers/supervisors who perform recruitment 
activities on behalf of Council. 

Business Services Manager Comments: 
The release of e-Recruit will involve a combination of classroom- 
style and practise lab, information and practical application 
training sessions which will incorporate the use and instruction of 
the updated procedure 5.04.2 Recruitment and Selection. 
Estimated roll out of e-Recruit training plan, August 2016. 

5. Casual Workers 
- A detailed review of the use of Casual Workers. 

Executive Manager ODG Comments: This Review is scheduled to 
be undertaken by ODG in the 2nd half of the 2016 Calendar year. 
Review findings will be tabled at LEG meeting in February 2017 

6a. Training Relating to Labour Hire 
- Provision of recruitment& selection training for 
managers/supervisors which details the requirements 
relating to the use of Labour Hire at BVSC. 

Business Services Manager Comments: 
As per '4.b' 

6b. Procedure 5.04.2 Labour Hire Review 
- Review the Labour Hire requirements detailed in 
Procedure 5.04.2 Recruitment and Selection. 

Business Services Manager Comments: 
Updated procedure 5.04.2 Recruitment and Selection roll out July 
2016. 

7. Training on Councils Recruitment Practices 
- Provision of recruitment & selection training for 
managers/supervisors which clearly explains Council’s 
recruitment practices. 

Business Services Manager Comments: 
As per '4.b' 

8. Procedure 5.04.2. 
- Amend Procedure 5.04.2 Recruitment and Selection 
to make it mandatory for Selection panels to inform 
the contact centre of upcoming recruitment events. 

Business Services Manager Comments: 
For inclusion into updated procedure 5.04.2 Recruitment and 
Selection, may require LEG approval for inclusion of a new 
mandatory process. 

9a. Provision of Recruitment & Selection Training 
- Provision of Recruitment & Selection training for 
managers/supervisors which highlights the importance 
of undertaking referee checks and explains how that 
process must be documented. 

Business Services Manager Comments: 
As per '4.b' 
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9b.TRIM Procedure 
- Procedure amended to ensure that successful 
applicant’s qualifications are TRIMMED and checked. 

Business Services Manager Comments: 
Updated procedure for 5.04.2 Recruitment and Selection roll out 
July 2016. Checking of qualifications is undertaken via eRecruit. 

9c. E-Recruit 
- E-Recruit to be assessed to determine if this system 
will check compliance and capture qualifications. 
(NOTE: It is vital that if an E-Recruit package is used at 
Council that it meets the requirements of the State 
records Act and Council’s record keeping 
requirements.) 

Business Services Manager Comments: 
e-Recruit work flow incorporates checklists including (but not 
limited to) qualifications that are required for each position and 
the verification of the attainment of copies of each by the 
Recruiting Manager. The release of procedure 5.04.14 Employee 
Training and Development will provide updated Training 
directives incorporating the requirement for all qualifications and 
certificates obtained to be forwarded to Employee Support 
Services for records management and upkeep of the learning 
management system. 

10a. Medical Reports 
- Formalise how medical reports are sent to ESS and 
what the subsequent actions to be followed are. 

Business Services Manager Comments: 
The new On-boarding procedure currently being drafted by 
Employee Support Services will formalise pre-employment 
medical processes. Procedure ETA 1/8/16. 

10b. Job Statement 
- Develop inherent job requirements statements 
(these are separate to a position description and are 
used to articulate specific physical requirements of 
each position). 

Business Services Manager Comments: 
As per 10.a. In addition, upon completion of new PD 
developments currently underway in Organisational Development 
and Governance will spur activity for Employee Support Services 
to instigate an overhaul review of Job Demands Checklists by 
Coordinators and Managers. 

10c. Internal Control Mechanisms - 
Internal quality control mechanisms that ensure that all 
medical reports are kept in TRIM, converted to a CRM 
task and subsequently reviewed by relevant 
stakeholders to ensure the new employee is fit for the 
duties they have been recruited to undertake. 

Business Services Manager Comments: 
As per 10.a. 

10d. Pre Employment Medical Reports 
- Find the pre-employment medical report for 
employee 14115 and ensure that it is filed in TRIM or 
organise for another pre-employment medical. 

Business Services Manager Comments: 
Estimated completion July 2016. 

11a. Managers Recruitment/Selection Training. 
- Provision of recruitment& selection training for 
managers/supervisors which specifically explains the 
confirmation of employment process. 

Business Services Manager Comments: 
As per 4.b. 
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11b. Letter of Offer. 
- Revise the initial letter of offer so it adequately 
informs the new employee in writing of the criteria 
and objectives to be met for the appointment to be 
confirmed. 

Business Services Manager Comments: 
As discussed with auditor the possibility of providing/inserting a 
copy of the PD to follow the letter of offer with the inclusion of a 
second signing box to declare, 'I have read & understood the 
duties as outlined in PD' is best fit option - If agreed and adopted 
by LEG, Employee Support Services are able to input immediately 
in current manual practises and adjust e-Recruit letter of offer 
'acceptance' sign off to incorporate the acceptance of both letter 
of offer and the duties and responsibilities outlined in the P.D. 

11c. Review Procedure 5.04.29 
- Review BVSC 5.04.29 Procedure Confirmation of 
employment. 

Business Services Manager Comments: 
Employee Support Services will review all key result areas and 
related procedures including procedure 5.04.29 Confirmation of 
employment in the quarter 1 and 2 of the new financial year. 

12. Review Procedure 5.04.17 
- Review Procedure 5.04.17 Workplace Diversity Equal 
Employment Opportunities & Management Plan. 

Executive Manager ODG Comments: 
This procedure has not yet been updated. It will be actioned 
before the end of December 2016 

13. Indigenous Employment Plan 
- Draft a current Indigenous employment plan and 
ensure it is included in the Workforce Strategy. 

Executive Manager ODG Comments: Following consultation with 
Council's Aboriginal Liaison Officer, it has been agreed to develop 
an Aboriginal Employment Strategy as a Sub Plan of Council's 
current Workforce Strategy: This Sub Plan will be finalised by the 
end of 2016 calendar year. 

14a. Relocation Expenses Request Form 
- Develop a relocation expenses request form and a 
claim form. 

Executive Manager ODG Comments: Responsibility for 
recruitment (on boarding) employees now falls within the 
responsibility area of Employee Support Services (SBS) - this issue 
will be covered as part of the new Recruitment and Selection 
Procedure. SBS to finalise by the end of 2016 

14b. Review Procedure 5.04.21 
- Relocation Expenses. 

Executive Manager ODG Comments: Responsibility for 
recruitment (on boarding) employees now falls within the 
responsibility area of Employee Support Services (SBS) - this issue 
will be covered as part of the new Recruitment and Selection 
Procedure. SBS to finalise by the end of 2016 

15. Outside Employment 
- Council to continue implementing its review of 
outside employment. 

Executive Manager ODG Comments: Completed: New Procedure 
has been developed and approved - new system for tracking 
Outside Employment requests now in place - it is now a 
requirement all employees are required to seek approval annually 
re outside employment. 
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16a. Exit Interview Questionnaire 
- Implement and use the new exit interview 
questionnaire been developed by ESS. 

Business Services Manager Comments: 
The new off-boarding procedure (ETA 1/8/16) will address 
processes involved in the effective exiting of employees including 
the exit interview questionnaire developed by Employee Support 
Services. 

16b. Annual Summary Report - Exit Interviews 
- Prepare annual Summary Report of Exit Interviews. 
Organisational Development & Governance for the 
annual summary report. 

Executive Manager ODG Comments: 
The new off-boarding procedure (ETA 1/8/16) will address 
processes involved in the effective exiting of employees including 
the exit interview questionnaire developed by Employee Support 
Services. 

17a. Induction Procedure 
- Develop an induction procedure which will stipulate 
day one requirements for Managers as well as 
Corporate induction requirements. 

Business Services Manager Comments: 
As per 11.c 

17b. Boarding of New Staff Training 
- Provision of training for managers/supervisors 
regarding on boarding of new staff. 

Business Services Manager Comments: 
Upon completion and LEG endorsement of new On-Boarding 
procedure, Employee Support Services will consider small group 
de-brief sessions for all new procedures, not just for On-Boarding 
but for all key function areas and related procedures. 

18a. Project Team 
- Council to consider providing a project team to action 
the use of individual employee containers within TRIM. 

Executive Manager ODG Comments: A review of the current 
TRIM system will be undertaken towards the end of the 
2017/2018 year (a new version of TRIM has been released - and 
this issue will be considered as part of this review and prior to 
Council implementing the new TRIM Version 2 Release - Target 
date by the end of 2017/2018 financial year 

18b.TRIM Management 
- Provide TRIM records destruction training to key 
records staff. 

Executive Manager ODG Comments: Yet to be implemented - 
target date of end of current 2017-2018 financial year 
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Audit Title Risk Rating 

Tendering Process HIGH 
Audit Objectives 

The objective of the tendering audit is to ensure that tenders are being conducted in a proper manner which allows Council to obtain best value and that 
tenderers are treated fairly. 

Findings 
The overall conclusion rating is reflective of the significant improvements which have been achieved in the past two through the specific activities of the 
Infrastructure Waste and Water Group on major infrastructure tenders in particular and through the efforts of the Procurement Coordinator for more significant 
supply type arrangements. 
The review has identified that there is a good understanding and application in Council of the tendering requirements. Concerted efforts are being made by 
management to ensure compliance with the legislative requirements particularly in regards to supply and service contracts. 
Opportunities for improvement has been identified in regards to probity processes and dealing with providers. A draft Probity Plan and Statement of Business 
Ethics has been provided to management to assist in improving these two areas. 
The implementation of the specific recommendations made in this report will, along with the continuing initiatives of management, assist in Council in moving to     
a higher level of maturity around its tendering processes. 

Associated Risks to Council 
Governance, Reputation, Financial and Ethics 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 

Auditor Recommendations Current Status (include evidence) 
1. Probity Policy 
- Council should develop a probity policy. 

Business Services Manager Comments: 
ODG to develop and implement policy as agreed 13 May 2016. 

2. Higher Risk Tenders 
- A probity plan should be developed for all higher risk tenders 
and contractual arrangements. 

Business Services Manager Comments: 
The tender evaluation plan contains a probity clause within the conditions of tendering. With 
respect to a stand alone probity plan, a probity procedure is to be developed and  
implemented following adoption of the probity policy identified above (Finding No.1). 

3. On-Line Tendering 
- Council should subscribe to an on-line tendering 
system 

Business Services Manager Comments: 
Council subscribe to two on-line tendering systems (refer attached screenshots): 
Tenderlink (https://www.tenderlink.com/begavalley/) for open public tenders. 
Vendor Panel (https://www.vendorpanel.com.au/ ) for use of aggregated contracts 
established by LGP as a prescribed person. 

4. Tender Evaluation Panel 
- An independent member should be included on all key tender 
evaluation panels. 

Business Services Manager Comments: 
The Supply Services teams offer to be involved in tender evaluation panels as the independent 
person. Some key tenders may also involve external independent panel members (for example 
Merimbula Airport tender evaluation panel included an independent aviation consultant and a 
CEO from an adjoining council). 

5. Confidentiality Relating To Tender Documents 
- Staff should be reminded of their responsibilities as regards the 
management of confidential tender documents. 

Business Services Manager Comments: 
Tender notifications issued to all recipients at the point a tender is registered (refer 
attachment). 

6. Action Plan Relating To Arrangements Exceeding $150k 
- An action plan with specific dates to complete should be in 
place to ensure that supply and service arrangements which 
exceed $150k are conducted in a manner which achieves best 
value and are in accordance with legislative requirements. 

Business Services Manager Comments: 
Procedure 5.08.1 sets out best value procedures and process options with respect to 
arrangements exceeding $150k (refer attachment). 

7. Objectives Of Tendering Activities 
- Council should consider opportunities for better aligning the 
objectives of tendering and other procurement activities with the 
broader economic development strategies of the region. 

Business Services Manager Comments: 
Supply Services work in partnership with the Economic Development Manager on a case-by- 
case basis with respect to aligning tendering with economic development strategies (examples 
include Main Street Merimbula Sale, Gateway Signage and Hotel Australasia EOI). 

 

http://www.tenderlink.com/begavalley/)
http://www.vendorpanel.com.au/
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Audit Title 

 
Risk Rating IAC Review 

Date 

Contract Management HIGH  

Audit Objectives 
An internal audit of the Bega Valley Shire Council’s (Council) Contract Management has been undertaken to provide assurance on 
compliance with Council’s internal policy and procedures for contract management, along with a risk assessment of current practices. 
This included an assessment of current contract management processes against the Division of Local Government Tendering 
Guidelines for NSW Local Government (the Guidelines). 

Findings 
There appears to be no formal documented organisational polices or procedures regarding contract management. From discussions 
with Peter Jones, Risk and Internal Audit Co- ordinator/LEMO, and interviews with various Council employees, a documented policy 
and procedures for contract management could not be identified that represented Council’s overall approach. It was noted however 
that some divisions have developed procedures for their individual division. This has highlighted the fact that there is no consistency 
across the divisions regarding contract management. 
As per the Guidelines, councils in managing contracts should; 
- Ensure that appropriate contract documents are prepared and kept with Council’s legal documents 
- Ensure proper processes are followed for the approval of variations to the contract 
- Monitor and document contract performance 
- Ensure there is a proper complaints handling and disputes resolution process established in accordance with the General Conditions 
of Contract. 

Associated Risks to Council 
The largest risk to Council with respect to contract management is that Council does not currently have a designated, centralised 
contract management function taking ownership of associated policies, procedures, tools and templates. It is acknowledged that 
individual officers do undertake contract management tasks as required, however lack of an overarching function is likely to result in 
inconsistencies from an organisational perspective. Although the Supply Services team have undertaken extra curricular activity with 
respect to this Audit, it is not sustainable into the future and Council needs to consider implementation of a contract management 
function or role to provide continuous management of risks identified in the Audit. 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

Auditor Recommendations Current Status (include evidence) 
1. A Contact Management Register 
- A contract management register to be developed. The register 
should be available to employees from other divisions to access. 

Business Services Manager Comments: 
The Supply Services team have established a register of contracts 
entered into from FY 15/16 which will be regularly updated in line 
with predetermined thresholds and available for all divisions as a 
read-only file on Sharepoint. Refer snapshot attached. Action = SS 
to update to end May and upload to Sharepoint by mid June 2016. 

2. Financial Parameter Checks 
- Parameters are set regarding the utilisation of financial checks. 
Council may wish to set parameters in line with the Local 
Government (General) Regulation 2005 tendering threshold of 
$150,000. 

Business Services Manager Comments: 
This should be set as an organisational wide requirement in 
conjunction with the Risk Coordinator. Consider higher threshold if 
dollar value is set, otherwise consider financial checks based on 
project risk (e.g. a water pipeline renewal has a higher risk to the 
community if contractor fails due to financial capacity than, say  
the works office refurbishment project would have had). Action = 
BS Manager, SS Coordinator and Risk Coordinator to formulate 
process for review by end June 2016. 
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3. Contract Management Template 
- It is recommended that a contract management template is 
created for the Contract Manager to use. This template should 
include, but not be limited to, the following key points: 
• Reason for the contract. 
• Scope of the contract. 
• Roles and responsibilities of persons involved. 
• Communication strategies. 
• Dispute resolution process. 
• Variations to contract procedures. 
• Administrative arrangements, such as security access, bonds 
held and payment terms. 
• Reporting requirements, such as inspection reports, 
environmental reports. 
By designing a contract management template, it will create 
uniformity across the divisions. It is recommended, however, that 
these templates are subsequently reviewed on an annual basis to 
ensure their relevance and appropriateness. 

Business Services Manager Comments: 
Contract management template created, refer attachment. 

4. Budgeting of Man Hours/ Training Programs 
- It is recommended that a budget is devised regarding man hours 
required to manage the contract, with the budget reviewed during 
the operational phase of the contract. It is also recommended that 
training programs are conducted to assist employees developing 
effective skills for managing contracts. 

Included within contract management template, refer attachment. 

5. Contract Close-Out Process 
- A review process should be established for completed or 
terminated contracts in terms of determining whether goals and 
objects had been met, stakeholder needs addressed, that security 
and IT access arrangements terminated and transfer of property 
successfully performed. By performing an overall review, 
efficiencies can be built into the management of future contracts. 

Contract close-out template created, refer attachment. 

6. Bond Documents 
- It is recommended that a formalised document is retained with 
the contract regarding the type of bond held, the value of bond 
held, conditions of holding the bond, the term of the bond and any 
other information deemed relevant to the management of the 
bonds held. 

Business Services Manager Comments: 
Overarching contract execution summary created, refer 
attachment. 

7. Contract Numbers Assigned to Register 
- It is recommended that contract numbers are assigned to all 
contracts by maintaining a contract register, to ensure that 
Council are meeting current legislative requirements as well as 
demonstrating transparency in contractor selection and 
management. Furthermore, a contract number (or a reference 
number) should form part of the initial tendering and 
procurement procedures. As contract numbers provide an audit 
trail for financial accountability, transparency and integrity. In 
addition, contract numbers should be linked to the approval 
process to demonstrate probity. 

Business Services Manager Comments: 
This is maintained by the Supply Services Team. A procurement 
register is maintained to capture all contract numbers allocated as 
part of the initial tendering and procurement process. A separate 
register of contracts entered into is also maintained as per above 
response to finding no.1. The reason for two registers is to provide 
a more efficient means of reporting contracts entered into in 
quarterly and EOFY legislative reports (i.e. not all entries into the 
procurement register result in a contract being entered into). 
Refer snap-shot of procurement register attached. Action = SS to 
update both registers and upload to Sharepoint by mid June 2016. 
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8. Conflict of Interest Register. - It is recommended a register for 
conflict of interest is developed and be referred to, and 
procedures document to address such conflicts. 

Business Services Manager Comments: 
SS to develop a register for conflicts of interest that are declared 
during tender evaluation (i.e. not an organisational COI register). 
Action = SS to develop register and upload to Sharepoint by end 
June 2016. 

9. Capturing of Contract/Supplier Performance. 
- It is recommended that measures are taken to develop an 
overarching approach to report on poor contractor/supplier 
performance. It is noted that software programs such as 
VendorPanel and Tenderlink include a feedback section. It is 
recommended that this tool is utilised as it will provide a 
centralised source of supplier reference and documented 
communication with the supplier/contractor. 

Business Services Manager Comments: 
Included within contract management template, refer attachment. 

10. Execute Checklist for all Contracts. 
- It is recommended that a formal process or checklist is 
developed to ensure that copies of contracts are effectively 
retained and easily accessible in the future. 

Business Services Manager Comments: 
Included within contract execution summary, refer attachment. 

11. Contractor Insurance Policies Checklist to be Incorporated 
into the Council’s Policies. 
- It is recommended that checklist is incorporated into the 
Council’s policies regarding contractor insurance policies, to 
illustrate that copies of policies have been obtained or sighted and 
deemed appropriate. This will ensure that current and appropriate 
policies are held as per the terms of contract for the duration of 
the project. 

Business Services Manager Comments: 
Contractor insurance policies are registered and monitored within 
the BNG Conserve system. Tender documentation (refer 
preliminaries section) states that successful contractors need to 
register on this system, as does the BVSC public website. Refer 
attached screenshots. 
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Audit Title 

 
Risk Rating 

 
IAC Review Date 

Cash Handling High  
Audit Objectives 

The objective of the audit was to assess existing controls relating to cash handling and other receipts, test a sample of 
transactions to determine if controls are effective and compare current cash activities against better practice. 
For 3 selected sites, review the adequacy of: 
- cash handling and receipting policies and procedures 
- daily balancing and reconciliation 
- segregation of duties and key controls in the cash handling and other receipts process and 
- internal controls over other receipts to ensure they are operating satisfactorily and that Council is not unnecessarily 
exposed in terms of risk. 

Findings 
Overall, we found there are areas for improvement in terms of the processes and current cash handling and receipting 
controls currently in place at Council. These areas include developing a cash handling policy, improvements to physical 
safety and security and the reporting mechanisms relating to cash handling 

Associated Risks to Council 
Financial, Governance and Health and Safety 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

 Auditor Recommendations   Current Status (include evidence) 
1. Cash Handling and Receipting 
- It is recommended that an overarching policy for Cash 
Handling and Receipting is documented and reviewed. 

Executive Manager ODG Comments: 
Continuous improvement plan has been developed. ODG to 
develop and implement policy as agreed 13 May 2016. 

2. Limited Physical Access 
- It is recommended that Council install measures that 
mitigate the risks to employee safety. This may include 
protective Perspex and an additional auditory cue for 
the front counter that limits physical access to 
employees and alerts other staff to the potential 
threat. 

Waste & Recycling Manager Comments: 
I believe this recommendation is not for the waste dept. We do 
not have front counters. 

3.Waste Station Till 
- It is recommended that the Merimbula Waste station 
till is locked when not in use and the key is removed 
from the till. 

Waste & Recycling Manager Comments: 
Noted, Cash Handling Procedure updated, key cash drawers being 
installed at other sites where possible. 

4. Waste Station 
- It is also recommended that a safe or deposit box is 
installed on site to provide greater protection for the 
cash accumulated by Council throughout the day’s 
business. 

Waste & Recycling Manager Comments: 
Currently sourcing a safe via Anthony Basford/ Simon Schweitzer 
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5. Keys for the Safe and Cash Deposit Box 
- It is recommended that Council formulate a list of 
staff members who can have access to the keys to the 
cash storage facilities. If the keys are available to all 
staff there is no system in place to monitor who has 
been accessing the safe. In the event of the key going 
missing there is no obvious way of tracking which staff 
member would have the key and the associated access 
to the cash storage 

Leisure Services Manager & Community & Cultural Manager 
Comments: 
A lock box will be put in place in which the keys will be stored. 
A register of who has an access code for the lock box will be kept. 
A sign in/sign out register will be put in place to track usage. 

6. Refunds 
- It is recommended that a process of independent 
approval of all refunds is established and signed off at 
the time of transaction by a senior customer service 
staff member. 

Finance Manager Comments: 
The procedure will be changed to include sign off by the customer 
service team leader or other team member on any transactions 
that require a refund or are to be voided. ( Simon Schweitzer) 

7. Reports 
- It is recommended that Council explore the reporting 

functionality of the current systems to determine if a 
payment split report is available to monitor payment 
methods. 

Finance Manager Comments: 
A support call has been logged with Civica to identify if the 
reporting capability is available. No response has been received 
yet from Civica. 

8. Periodic Internal Review 
- It is recommended that a periodic internal review is 
conducted of the Waste Station to monitor and 
address compliance with cash handling procedures. 

Waste & Recycling Manager Comments: 
Noted, periodic review of all Waste procedures is currently in 
place. 

9. Signing of Policies and Procedures 
- It is recommended that Council ensure that staff sign 

policies and procedures to ensure all training 
obligations are documented. 

Business Services Manager Comments: 
Employee Support Services are rolling out e-Recruit in the new 
financial year and are moving from hard to soft copies of all new 
starter procedures. The recruitment system cannot move forward 
until employees have signed all respective procedures 

10. Bemboka Aquatic Centre 
- It is recommended that Council issue a receipt for all 
purchases at Bemboka Aquatic Centre to provide proof 
and authorisation of transactions. 
This is commonly executed via a cash register with 
strong controls around the management of “z 
readings” 

Leisure Services Manager Comments: 
Suitable cash register to be purchased prior to the start of the 
2016/17 swim season. Staff to be trained in finalised BVSC cash 
handling procedures. 
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Audit Title 

 
Risk Rating 

 
IAC Review Date 

Development Contributions High  
Audit Objectives 

The objective of the audit is to assess the adequacy of managing, monitoring, and reporting on the collection and use of 
Development Contributions and whether Council effectively use Development Contributions to deliver planned 
infrastructure 

Findings 
Overall, we found there are areas for improvement in terms of the processes and Developer Contributions controls 
currently in place at Council. These areas include establishing a Developer Contributions register, accounting for Works in 
Kind and the Development Application files. A number of recommendations have been made throughout this report 
(section 3) that Council should consider and implement to further strengthen controls relating to Developer Contributions. 

Associated Risks to Council 
Financial, Ethics and Reputation 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

 Auditor Recommendations   Current Status (include evidence) 
1. Contributions Register. 
- It is recommended that Council implement, maintain 
and review a contributions register for Developer 
Contributions. 

Planning Services Manager Comments: 
Register implemented and maintained by Finance Section. Review 
process being finalised. 

2. Planning Assessment Register. 
- It is recommended that Council implement, maintain 
and review a Planning Assessment register for planning 
agreements. 

Planning Services Manager Comments: 
Planning Agreement register implemented and will be maintained 
by Planning Services in accordance with Legislative requirements. 

3. Compliance Audits. 
- It is recommended that the compliance audits carried 

out by the Planning Department are documented and 
any findings discovered during the process should be 
captured to ensure historical learnings are recognised 
and improved upon. 

Planning Services Manager Comments: 
Compliance audit to be carried out every quarter. 

4. Accounting Process. 
- It is recommended that Council formalise the 
accounting process to establish a framework for the 
provision and acceptance of Works in Kind to satisfy 
the requirements of Council and ratepayers. 

Planning Services Manager Comments: 
Accounting process being finalised. Opportunity to include in 
Section 94 Register being investigated. 

5.Development Contributions Records. 
- It is recommended that Council maintain accurate 
records linking Development Contributions collected 
with those expended to track what was delivered 
against what was planned. 

Finance Manager Comments: 
New reports have been developed to provide detailed 
information on each development contribution. 
Also a detailed reconciliation will be prepared at year end 
identifying each project delivered using the contribution funds. 



13 

Internal Audit Committee Past Audits Action Plan 
 

 

 
 

6. Developer Contributions Sign Off. 
- It is recommended that both the Planning and Finance 
Departments sign off Developer Contributions to 
provide assurance that contributions are being 
effectively managed. 

Manager Planning Services & Finance Manager Comment: 
The dual signoff process will commence from 2015- 16 Financial 
Year onwards. 
Allocation of contributions to be monitored through the 
Quarterly Audit review.(K Tull) 

7. DA Section 94 Criteria. 
- It is recommended that Council adapt the 
Development Application sheet to include whether or 
not the Section 94 criteria applies to particular 
projects. 

Planning Services Manager Comments: 
Development Application administration sheet amended as per 
recommendation. 

8. TRIM Recording. 
- It is recommended that documents are saved in Trim 
and are accessible to all relevant staff and can be 
provided upon request 

Planning Services Manager Comments: 
All documents relating to the Development Application 
Assessment, including Section 94, saved to TRIM. 
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Audit Title 

 
Risk Rating 

 
IAC Review Date 

ICT General Controls MEDIUM  

Audit Objectives 
The primary objective was to determine if the current primary IT general controls are effective in mitigating risks. 

Findings 
The Bega Valley Shire Council relies heavily on the availability, integrity and performance of its IT infrastructure systems 
and resources. While the current Information and Communication Technology practices addressed within this audit were, 
to a large extent found to be satisfactory, there are a number of areas for improvement in processes and control. We 
have detailed these matters below, together with recommended actions. 

Associated Risks to Council 
In the absence of effective strategic planning, tactical planning, an ICT service inventory and related service level 
agreements the following risks are increased. 
• business unit management may not be aware of the ICT services available, the opportunities available and the risks 
faced 
• business unit management may not have effectively communicated its requirements and expectations 
• ‘expectations’ may not be met 
• ICT efforts and resources may be misplaced 
• inability to service business unit requirements 
• misunderstandings based on assumption, ignorance and poor communication 
• failure to identify and prioritise business requirements and expectations 
• failure to service business expectations/tolerances (possibly because they have not been defined) 
• failure to address succession planning leading to loss and an inability to replace intellectual property and skills. 
In the absence of effective strategic planning, tactical planning, an ICT service inventory and related service level 
agreements the following risks are increased. 
• business unit management may not be aware of the ICT services available, the opportunities available and the risks 
faced 
• business unit management may not have effectively communicated its requirements and expectations 
• ‘expectations’ may not be met 
• ICT efforts and resources may be misplaced 
• inability to service business unit requirements 
• misunderstandings based on assumption, ignorance and poor communication 
• failure to identify and prioritise business requirements and expectations 
• failure to service business expectations/tolerances (possibly because they have not been defined) 
• failure to address succession planning leading to loss and an inability to replace intellectual property and skills. 

Implementation of Controls (% ) 

10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 
Auditor Recommendations Current Status (include evidence) 
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1a. The ICT Strategic Plan. 
- The ICT Strategic Planning & Alignment of ICT and 
Business should continue to address a 3 to 5 year 
period and be managed on a rolling basis with formal 
updates conducted on an annual basis. 

Business Services Manager Comments: 
An ICT Strategy is currently under development, due for 
submission to the Executive in August 2016 

1b. Establish ICT Steering Committee. 
- Recommended establishment of an ICT Steering 
Committee. 

Business Services Manager Comments: 
A steering committee effectively has been established between 
the Technology Services Coordinator, Business Services Manager, 
and Process Improvement Analyst under the guide of Directory, 
Strategy & Business Services. As part of the ICT Strategy, 
Managers will be invited to provide nominations for a broader 
steering committee. 

1c. ICT Service Level Agreements. 
- The ICT services have not been determined and have 
not been documented. 
- Council has not established service level agreements 
in relation to the ICT infrastructure, services and 
resources which underpin the effective operation of its 
primary business systems, day-to-day processing and 
communication. 

Business Services Manager Comments: 
Details relating to services will be outlined in the ICT Strategy. 

2a. Risk Management Profile for Services Provided by 
ICT. 
- There is a need to establish a formal risk profile for 
those facilities, resources and services provided by ICT 
on which the business relies. 

Business Services Manager Comments: 
Risks associated with services provided by ICT have been 
identified and documented in the Business Continuity Plan. Work 
is in progress to complete the enterprise risk radar, due for 
completion July 2016. 

2b. ICT Risk Management 
- While it is appropriate that IT risk be represented 
under ‘Business Continuity’, there are other important 
categories of business risk where IT should also be 
represented. 

Business Services Manager Comments: 
Business risks are outlined in Council's enterprise risk radar. Work 
is ongoing to identify and record risks. 

2c. ICT Risk Management 
- Whilst the draft ICT Strategic Plan has a brief 
comment on Risk Management, management may 
wish to address ICT related risk to a greater extent in 
the ICT Strategic Plan. Uncertainty is an inherent 
element of an ICT strategy. Contingency steps should 
be planned to manage and control the identified risks 
whenever possible. 

Business Services Manager Comments: 
Business risks will be outlined in the enterprise risk radar. 
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3. Formalisation of Arrangements with Third Party 
Providers / Contract Management 
- Establish formal contracts with these service 
providers ensuring the BVSC 
requirements/expectations and the provider’s 
obligations are clearly specified, in the contract or 
accompanying service level agreements. Where 
providers may have access to BVSC assets and data, 
ensure the contracts bind the provider with respect to: 
a. confidentiality (what is considered confidential 
under the Agreement) 
b. privacy (with reference to the prevailing legislation) 
c. non-disclosure (in any way or form) 
d. accessing (and copying, destroying and updating) 
information/data 
consequences of non-compliance 
f. a third party’s obligation to ensure that each of its 
employees, temporary staff and contractors is also 
obligated in this respect. 

Business Services Manager Comments: 
This is in progress with a joint review being undertaken by 
Technology Services and Supply Services, due for completion Q3 
2016. 

4a. Policies and Procedural Documentation. 
- Management Direction - It is recommended where 
the overheads of implementing ‘policy’ as opposed to 
‘procedures’ or ‘standards’ are identified, develop 
detailed procedural documentation but with an 
introduction which effectively states the ‘policy’ from 
the BVSC LEG perspective and also that of ICT 
management. 

Business Services Manager Comments: 
Technology Services procedures are currently under review and 
will incorporate appropriate references to policy. 

4b. Policies and Procedural Documentation. 
- Management Direction - Implement 
policy/procedures which are consistent with ITIL, 
ISO27001, ISO20000, PCIDSS etc. 

Business Services Manager Comments: 
Technology Services procedures will be in line with best practice 
models where practicable. 

5a. User Account Management Procedures. 
- Develop and publish user account management 
procedures (for the operating 
and applications environments/systems) 

Business Services Manager Comments: 
Draft completed, under review and due to be completed Q3 
2016. 

5b. Review of Present User Accounts. 
- Conduct a review of the present user accounts with a 
view to minimising the creation and use of generic 
accounts, promoting individual accountability as well as 
disabling accounts which have not been used for a 
significant period (eg greater than 6 months) 

Business Services Manager Comments: 
A review and audit has been undertaken within the last 12 

months to minimise the amount of redundant user accounts on 
the system. 
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5c. Security Environment. 
- A robust logical access security environment cannot 
be established in the absence of strong authentication, 
individual accountability and user activity logging. To 
achieve this it will be necessary for the BVSC to 
implement a regime which includes the use of 
passwords which should be subject to complexity rules, 
denies use of prior passwords and requires periodic 
change. 

Business Services Manager Comments: 
This is part of a broader set of controls surrounding information 
security currently under development and due for completion Q3 
2016. 

5d. Documentation of Security Procedures. 
- Document and publish ICT Data Security procedures 
describing the data security architecture and how the 
BVSC partitions and segregates its data in accordance 
with ownership, usage, confidentiality and privacy 
requirements. The procedures need only address the 
primary requirements and issues. 

Business Services Manager Comments: 
To be included as part of the ICT strategic plan. 

5e. Group Policy Configuration Settings. 
- Document and publish the Group Policy logging 
configuration settings for the various production 
servers. In addition, describe the retention 
requirements and the usage of the logs (eg 
investigation, active monitoring, and targeted 
monitoring). 

Business Services Manager Comments: 
Documented processes will be published in Councils Sharepoint 
site 

6a. Patching Procedures. 
- Document the patching procedures in detail as 
described in 2.4 Policies and Procedural 
Documentation. 

Business Services Manager Comments: 
Documented processes will be published in Councils Sharepoint 
site. 

6b. Patches and Software Upgrades. 
- Ensure all patches and software upgrades are 
recorded in the Change Control Register given that 
each is an update to the production environment. 
Where patches are applied automatically and are not 
subject to Change Control and Release Management 
procedures, evidence of the approval and configuration 
of the receipt and deployment utility should be entered 
to the Change Control Register 

Business Services Manager Comments: 
1. A change control register has been created. 2. This is being 
progressively updated. 

7a. LEG Approval of Upgrades. 
- It is recommended that LEG support any necessary 
upgrades to ensure the reliable operation of the 
replication processing which provides the basis for 
systems recovery in the event of a disaster at the 
primary data centre. 

Business Services Manager Comments: 
Proposals for upgrade of existing infrastructure are raised with 
LEG and Council where appropriate. Eg. Microwave network, 
unified communications system. 
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7b. ICT Disaster Recovery Plan. 
- We recommend the ICT Disaster Recovery Plan be 
submitted to the LEG (and the ICT Steering Committee 
when it is established) for review and ratification once 
the current version has been finalised. It is also 
necessary that the outcomes of related testing be 
submitted to the LEG to evidence proven capability. 

Business Services Manager Comments: 
Completed 

7c. Updating of the DRP. 
- Update the DRP at the earliest opportunity and prior 
to the planned test in April 2014 

Business Services Manager Comments: 
This was completed mid 2015 and was incorporated into the BCP. 

7d. LEG Approval of Necessary Upgrades. 
- It is recommended that the LEG support any 
necessary upgrades to ensure the reliable operation of 
the replication processing which provides the basis for 
systems recovery in the event of a disaster at the 
primary data centre. Having finalised the DRP, create 
(document) a DRP Test Plan and schedule DR Plan 
testing. 

Business Services Manager Comments: 
A disaster recovery theoretical operation was undertaken mid 
2015 as part of the BCP and DRP development. 

8. Change Control and Release Management 
Procedures 
- Document the Change Control and Release 
Management procedures in detail. The procedures 
should also address production source code security 
and integrity. 

Business Services Manager Comments: 
In progress. Change control register complete. 

9a. Physical Access Review 
- Review and rationalise the physical access available 
via the INSIGHT proximity cards issued. 

Business Services Manager Comments: 
This was undertaken as part of the exit-user review and audit. 

9b. Assess and Document Security 
- Determine and document the basic requirements for 
the physical security and physical environment at both 
the primary and backup Data Centres. 

Business Services Manager Comments: 
This was undertaken and requirements identified as part of the 
Business Continuity Plan and Disaster Recovery Plan. 

9c. Physical Security Measures for Minyama 
- Implement measures to address the physical security 
issues raised for the Minyama site 

Business Services Manager Comments: 
These issued were identified and addressed as part of the 
redevelopment of the Minyama building. Access to the DR room 
with accompanying alarm code is available only it IT staff. 

9d. Physical Security Measures for Primary Data 
Centre. 
- Implement measures to address the physical security 
issues raised for the Zingel Place primary data centre. 

Business Services Manager Comments: 
Coded access door systems were installed in the Communications 
room and access to the main server room was upgraded within 
the last 12 months to address these issues. 
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9e. Physical Environment Issues for Minyama Site 
- Implement measures to address the physical 
environment issues raised for the Minyama site. 

Business Services Manager Comments: 
These issued were identified and addressed as part of the 
redevelopment of the Minyama building. Air-conditioning and 
general clean up were performed at this site to ensure a 
consistent and safe environment. 

9f. Physical Environment Issues for Primary Data 
Centre 
- Implement measures to address the physical 
environment issues raised for the Zingel Place primary 
data centre. 

Business Services Manager Comments: 
Coded access door systems were installed in the Communications 
room and access to the main server room was upgraded within 
the last 12 months to address these issues. 

9g. Provision of Physical Access Security Services 
- Audit supports the action proposed by the 
Property/Contracts Officer to go to tender for the 
provision of physical access security services for the 
Council with a view to obtaining reliable, contracted 
services. 

Business Services Manager Comments: 
Implementation of an expandable door security system has been 
installed. This was initially installed in the main building at Zingel 
Pl, and has been expanded to the new building sites at Minyama 
Parade. 
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Audit Title Risk Rating IAC Review Date 

Investment Process High 08/05/2014 
Audit Objectives 

The audit was designed to assess Bega Valley Shire Council compliance with the investment requirements of the Local 
Government Act 1993 and Local Government (General) Regulation 2005 and review the key processes and controls 
relating to the investment process. 

Findings 
In total 6 items have been identified and have received recommendations for improvement. Of these six, three were 
classified as high importance, one classified as medium and two received a low categorisation. 

Associated Risks to Council 
Financial, Governance, Ethics and Reputation 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

Auditor Recommendations Current Status (include evidence) 
1. Segregation of duties. 
- Review the responsibilities of all Finance staff to 
ensure adequate segregation of duties for the 
investment process. The following tasks should be 
separated: 
• Initiation (selection) of investment 
• Transfer of investment funds 
• Reconciliation of balances 
• Preparation and review of reports 
• Creation of new bank accounts 

Finance Manager Comments: 
Appropriate segregation of duties have been established as 
recommended. 

2. Investment Funds Transfers. 
- Due to the nature and size of investment fund 
transfers, rollovers should be confirmed and authorised 
by a second, independent person with appropriate 
delegated authority. 

Finance Manager Comments: 
Second approval process is also operational. 

3. Delegations Register. 
- Clarify and formalise investment delegations. 
The Register of Delegations should include: 
• Delegated authority for entering into and transferring 
investment funds. 
• Upper limits (amounts) should be set according to 
the staff member’s position within the Finance team. 
The investment delegations should also be referenced 
in the Council’s Investment Policy. 

Finance Manager Comments: 
Both delegated authority and upper limits have been established 
in the delegation register. 
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4. Investment Policy. 
- As per the Division of Local Government Investment 
Policy Guidelines, the Council’s investment policy 
should: 
a. Set the objectives of investing (eg security, 
liquidity and return) 
b. Outline the legislative requirements 
c. Ascertain the authority for implementation and 
management of the policy 
d. Establish capital, liquidity and return expectations 
e. Determine the diversity of the portfolio 
f. Define the risk profile (including minimum credit 
ratings) 
g. Establish legal title 
h. Set appropriate performance benchmarks 
i. Define duties, obligations and delegations of the 
council officers 
j. Set a date for policy review 

Finance Manager Comments: 
Investment policy has been reviewed recently and is currently in a 
draft state. The policy was peer reviewed by T-Corp. This will be 
presented to Council for adoption in coming months. 

5. ADI Credit Ratings. 
- ADI credit ratings should be reviewed at least on an 
annual basis to ensure currency of the ratings and 
compliance with the Council’s investment 
requirements. 

Finance Manager Comments: 
Recommendation has been implemented and an annual review is 
conducted. 

6a. Review Investment Strategy & Portfolio. 
- It would be prudent for the Council to regularly 
review its current investment strategy and portfolio 
(including asset class, selected ADIs and performance 
benchmarks) to ensure that it not only continues to 
meet legislative and Council requirements but it also 
continues to maximise investment returns. 

Finance Manager Comments: 
Council staff continually seek to maximum return within the 
parameters set by the investment policy. 

6b. Reviewing Cash Flow Requirements. 
- Council may also consider reviewing its cash flow 
requirements on a regular basis to maximise 
opportunities for investing ‘surplus’ cash. 

Finance Manager Comments: 
Council staff continually seek to maximum return within the 
parameters set by the investment policy. 
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Audit Title 

 
Risk Rating 

 
IAC Review Date 

Conflict of Interest High  
Audit Objectives 

The objective of the audit is to ensure that Council is applying good practice processes in regards to the identification and 
management of conflicts of interest and to identify opportunities for improvement where significant gaps exist 

Findings 
The management of conflicts of interest at a councillor and staff level is considered to be overall at a good standard. There 
is a strong awareness of the areas of potential conflict across Council and methods applied to manage any potential 
conflicts were in all instances observed as being effective. 
It is pleasing to note that training around the Code of Conduct including the management of conflicts of interest has been 
recently completed with good response. 
Several recommendations of an administrative nature have been made in the report. These are designed to further 
strengthen monitoring processes in particular. To assist with strengthening of the monitoring role a conflict of interest 
audit template tool which was developed to assist with this audit process has also been provided to the Internal Auditor 
for further use as desired. 

Associated Risks to Council 
Governance, Ethics, Reputation and Financial 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

 Auditor Recommendations   Current Status (include evidence) 
1. Exposure Awareness 
- Contents of the annual Disclosure of Interest returns 
should be reviewed by the Leadership Executive Group 
and Internal Auditor once all returns are lodged. 

1. ODG Executive Manager Comments: 
Complete. Senior management review content of submission 
before they are published/recorded as necessary. 

2. Disciplinary Matters 
- On a confidential basis and as permitted by 
legislation the Internal Auditor should be made 
aware of the nature of all disciplinary matters 
including those that give rise to the termination of 
employees. 

2. ODG Executive Manager Comments: 
Through mandatory reporting, the Internal Auditor received a 
summary of disciplinary investigations completed in the calendar 
year. This is alongside other stats including GIPA etc. 

3. Preparation of annual Disclosure of Interest Returns 
- All Disclosure of Interest annual returns should be 
completed in typed form. 

3. ODG Executive Manager Comments: 
Task Complete. Collection and retention of information managed 
by Executive Assistants 

4. Records Management 
- All Disclosure of Interest annual returns and 
Declarations of Interest should be uploaded to 
Council’s document management system. 

4. ODG Executive Manager Comments: 
Task managed by Executive Officers. Hard copy files maintained, 
with schedule for scanning into TRIM implemented. 
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5. Secondary employment 
- A schedule of secondary employment should be 
maintained and key assurance roles provided 
confidential access to facilitate them undertaking their 
assurance roles. 

5. ODG Executive Manager Comments: 
Governance Coordinator maintains this register. Clause included 
in secondary employment procedure linking process to new eKas 
system. Staff required to declare annually. Database maintained 
as entries are received. 
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Audit Title 

 
Risk Rating 

 
IAC Review Date 

Delegations High  
Audit Objectives 

An internal audit of the Bega Valley Shire Council’s (Council) Delegations process has been undertaken to provide 
assurance on the currency, coverage and conformance of the Register of Delegations. As well as, noting 
recommendations for improvement in operational efficiency and effectiveness 

Associated Risks to Council 
Governance, Ethics and Financial 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

 Auditor Recommendations   Current Status (include evidence) 
1. Review of Register by Council 
- The Register should be reviewed and formally 
adopted by Council. 

1. ODG Executive Manager Comments: 
Part 1 reviewed and adopted 23 December 2015 - 100% 
completed 
Part 2 reviewed June 2016 - 90% completed 

2. Revisions made before adoption of Register 
- It is recommended that the process of reviewing 
and adopting the Register is examined. Procedures 
should be put in place to ensure that the correct 
process of adopting the Register occurs. 

2. ODG Executive Manager Comments: 
New procedure of review is: Governance Coordinator schedules 
review. Sends copy to Manager's Group for content review. 
Changes entered by Governance Coordinator. Clean copy sent to 
LEG for review and adoption. Published. 

3. Sub delegations not documented 
- It is recommended that all sub delegations are 
documented and where necessary through an 
Instrument of Delegation. Written documentation 
should be retained and a copy should be provided to 
the sub delegate soon afterwards. 
- It is recommended that Human Resources (HR) are 
assigned the task of ensuring that delegations are 
documented and retained with employee files. 
Council may wish to review HR policies and 
procedures. 

3. ODG Executive Manager Comments: 
This is redundant. Council has no official "HR" department. The 
review of delegations sits within the portfolio of the Governance 
Coordinator and is completed in consultation with the Executive 
Manager | ODG. - 100% completed for Part 1 - 90% completed 
for part 2 



Internal Audit Committee Past Audits Action Plan 

25 

 

 

 
 

4. Delegations regarding Credit Cards not evident 
- It is recommended that the Register is reviewed to 
ensure that appropriate authority has been 
delegated to all credit card account holders. In doing 
so, Council may wish to consider restructuring the 
Register of Delegations document by employee job 
title. This will assist in ensuring all card holders are 
covered by the Register and clearly identify their 
respective purchasing parameters. 
- Council may also wish to ensure that the HR 
policies include information regarding delegated 
authority on credit card accounts. For example 
employee declarations regarding credit cards usage. 

4. ODG Executive Manager Comments: 
Review conducted. All managers and members of LEG have 
reviewed the financial delegations relevant to positions in each of 
their respective service areas. Amounts of financial delegation, 
including that of purchase card holders, has been reviewed as of 
24 June 2016. - 100% completed 
 
Delegations Registers - Part 1 and 2 are both set out to include 
position titles, not individual names of staff members within those 
roles. - Part 1 100% completed Part 2, 90% completed 

5.On-line purchases not documented as approved 
by a duly appointed delegate. 
- It is recommended that ‘purchase orders’ are 
implemented to ensure that the supply of goods and 
services are being duly authorised by Council 
employees with approved delegation. 
- Council may wish to create purchase order 
templates that are maintained on TRIM for all 
employees across all divisions to use. 
- It is recommended that spot checks are conducted 
in the future to ensure that the purchase orders are 
being utilised as an effective internal control. 

5. ODG Executive Manager Comments: 
New procedures for managing online requisitions and purchasing 
have been implemented as of the week dating 27 June until 1 July 
2016 - 100% completed 

6. Authority to transfer investment funds and 
bonds. 
- It is recommended that the Register is amended to 
include the delegated authority for entering into 
and transferring of investment money. Similarly, 
upper limits should be identified for employees and 
set according to the employee’s position, such as in 
the Finance team. 
- Recommended that an authorisation template is 
designed regarding the release of bonds, in order to 
provide documentation of the approval process. 

6. ODG Executive Manager Comments: 
This action should be undertaken by SBS (Finance Manager). SBS 
to arrange. - 50% completed 
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7. Awareness of Delegation 
- Whilst we have not reviewed Council’s human 
resource policies, it is recommended these policies 
are reviewed to check that employment contracts 
and employee files contain records showing 
communication between Council and employees 
regarding their Delegation. Especially in the case of 
sub delegations where instruments of Delegations 
are involved. 
- Council may also wish to conduct training on 
delegation and authorisation, as a means of 
communicating the function and parameters 
established by the Register. 
- Council may also wish to incorporate regular 
training sessions as a HR activity to ensure 
employees are informed of changes made to the 
Register 

7. ODG Executive Manager Comments: 
All position descriptions include information about Council's 
PLaCE based theme. These themes are a reflection of the NSW 
Local Government Model Code of Conduct. All positions 
descriptions are held account against the Model Code and all 
incumbents receive training in the Code during their induction. 
Staff also receive biennial training in the Code of Conduct and 
how it related to each position on a day-to-day level. - 100% 
completed 

8.Clarity of Register – presentation. 
- It is recommended that the Register is 
documented as “under review” until a review and 
formal adoption of the Register is under taken. 

8. ODG Executive Manager Comments: 
Done - 100% completed 

9. Accuracy of Register 
- It is recommended that both parts of the Register 
are reviewed to ensure that people listed are 
correct. Furthermore, it is recommended that a 
policy is created regarding the maintenance of the 
register. 

9. ODG Executive Manager Comments: 
Done - 100% completed 

10.Frequency of reviewing the Register. 
- A regular review of the Register, such as on a 
quarterly basis, be undertaken to ensure that the 
Register is accurate and meeting legislative 
requirements. 

10. ODG Executive Manager Comments: 
Delegations part 2 reviewed quarterly from February each year. - 
90% completed 

11. Process of reviewing Delegations Register. 
- It is recommended that policy is created regarding 
the management of the Register of Delegations. 
Likewise, it is recommended that the task of 
managing the Register is assigned to an employee or 
outsourced. 

11. ODG Executive Manager Comments: 
Done - 100% completed 
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12. Clarity of Delegation 
- It is suggested that further detail is provided 
regarding the boundaries, if applicable, to the 
assigned Delegation. This would improve 
transparency within Council and to the general 
public. Furthermore, sub delegations should be 
documented and identifiable in the Register. 

12. ODG Executive Manager Comments: 
Done - 100% completed 

13.Clarity of Delegation – purchasing delegations. 
- It is recommended that the purchasing delegations 
listing contains further detail regarding the 
purchasing boundaries assigned to each of the listed 
positions. As well as information regarding any 
financial sub delegations. To assist this process, 
Council may wish to review all payroll sign off 
officers and cross check this with the Register of 
Delegations. 

13. ODG Executive Manager Comments: 
Financial delegations included in Part 2 of the register. These 
delegations are based on upper levels of financial delegations for 
respective positions - 90% completed 
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Audit Title 

 
Risk Rating 

 
IAC Review Date 

Fringe Benefit Tax High  
Audit Objectives 

The objective of this internal review was to evaluate FBT governance; the robustness of processes in place to support 
compliance and return preparation; the adequacy of current controls, policies and procedures; and a high level 
assessment of a number of FBT technical positions adopted by the Shire. 

Findings 
Tax risk management framework 
The “ownership” of FBT and tax risk is with the Finance Team. There is an informal process where issues identified within 
the organisation will be referred for consideration to the Finance Team. However, there is a lack of awareness of FBT risks 
across the organisation resulting in issues not being identified or not being referred to Finance for consideration. 
FBT Awareness / Education 
FBT related training provided to operational staff is limited, resulting in limited knowledge of FBT issues. 

Associated Risks to Council 
Financial, Governance, Ethics and Reputation 

Implementation of Controls (% ) 
10% 20% 30% takeholder 50% 60% 70% 80% 90% 100% 

 Auditor Recommendations   Current Status (include evidence) 
1. Key Roles and Responsibilities 
- Key roles and responsibilities need to be clearly 
defined to ensure that FBT returns are complete and 
accurate. 

1. Finance Manager Comments: 
Position descriptions have been reviewed to establish the roles 
and responsibilities of staff involved in preparing the FBT returns. 

2. Stakeholders 
- Key stakeholders should be provided with briefings to 
ensure that they are aware of material FBT risks and 
issues. 

2. Finance Manager Comments: 
Annual FBT key stakeholder meeting is being organised and key 
issues discussed. 

3a. FBT Training 
- Broad FBT-related training should be provided by The 
Shire’s tax specialist staff to key stakeholders and 
operational staff responsible for authorising material 
transactions and/or operations. 

3a. Finance Manager Comments: 
FBT refresher training is provided annually to the staff preparing 
the return. 

3b. Guide for Operational Staff 
- The Finance staff should prepare a guide for key 
operational staff in each division to follow in the 
preparation of the annual FBT submission. This guide 
should define any potential benefits that may have 
been provided to employees 

3b. Finance Manager Comments: 
The FBT procedure will address all the key issues. It will ensure 
risk of misstatement are minimised. 

4. FBT Workpapers 
-The quality of supporting work papers be improved so 
that there is a clear linkage between work papers and 
the FBT return. 

4. Finance Manager Comments: 
FBT spreadsheet has been refined to ensure clear linkage 
between the return and the work papers. Staff are looking into 
software options to assist in preparation of the FBT return. 
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5. FBT Procedures 
- Formal processes be implemented for quality 
assurance and approval. 

5. Finance Manager Comments: 
A peer review and approval process will be enforced through the 
new FBT procedure (to be drafted) before the return is lodged 
with the tax office. 

6. Documentation Control 
- Documentation needs to be improved, particularly in 
respect of: 
• Log sheets of relevant vehicles 
• Requisite statutory declarations 
• Entertainment records 

6. Finance Manager Comments: 
Electronic log sheets is being created using Ausfleet program. This 
ensures the documentation is compliant. 

7. Technical Positions 
- Uncertain technical positions be clarified by obtaining 
expert advice or ATO rulings. 

7. Finance Manager Comments: 
Any new technical positions on complex matter will be supported 
by expert advice. 

8. Policy Review 
-Consistent policies need to be developed covering 
benefits provided to staff. 

8. Finance Manager Comments: 
FBT policy is being drafted. 

9. Payroll and Finance Link 
- Coordination between Payroll and Finance regarding 
FBT reporting requires improvement. 

9. Finance Manager Comments: 
The finance team has been restructured so that payroll staff now 
report to Council's tax specialist staff. This will ensure better 
coordination between the two. 

10. FBT Policies and Procedures 
- FBT policies and procedures should be documented to 
an adequate standard. 

10. Finance Manager Comments: 
BT policy is being drafted. This will be peer reviewed by expert in 
the field to ensure an adequate standard. 

11. Capturing of FBT Data 
- Improved processes are required to identify, collect 
and report relevant FBT information. 

11. Finance Manager Comments: 
The new FBT procedure will look at refining the current process 
to ensure any gaps are addressed and efficient ways of capturing 
the information is in place. 

12. Technical Positions 
- Technical positions and other decisions need to be 
fully documented so that accumulated knowledge is 
retained. External tax advice should be sought in 
relation to complex and/or contentious FBT issues 
(such as transactions involving certain monetary 
thresholds, multiple stakeholders etc.) where the risks 
of non-disclosure are material. 

12. Finance Manager Comments: 
Any new technical positions on complex matter will be supported 
by expert advice. 

13. Motor Vehicle Contracts 
-The Shire consider renewing motor vehicle contracts 
with employees who hold existing contracts to ensure 
that the Shire take advantage of the reduced statutory 
rates available on the calculation of car fringe benefits 

13. Finance Manager Comments: 
All staff have been phased to the lowest statutory rate. 
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Audit Title 

 
Risk Rating 

 
IAC Review Date 

Payroll High  
Audit Objectives 

The objective of this internal review was to evaluate Payroll governance; the robustness of processes in place to support 
payroll processing; the adequacy of current controls, and policies and procedures. 

Findings 
Persons performing the control activities do not have appropriate training and knowledge to perform the control 
activities effectively, or defined policies and procedures are not being followed. Policies and procedures are out-dated 
and do not reflect existing practice, or have not been defined in sufficient detail to address the risks to the business. 
Technology is not appropriately implemented or configured to mitigate the risks identified 

Associated Risks to Council 
Financial, Human Resources and Governance 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

 Auditor Recommendations   Current Status (include evidence) 
1.Organisational Structure and Oversight 
- A program be implemented to improve the 
processes that are currently being conducted that 
involves: 
a. Documentation of policies, processes, roles and 
responsibilities that are required when conducting 
payroll processing. 
b. Provision of training to supervisors and those 
responsible for payroll processing. 
c. Put in place a program whereby the Payroll 
Officer’s functions are able to be performed by a 
suitably trained alternate staff member. 
d. Supervisory functions and approvals are made 
more rigorous with formal sign off of payrolls being 
required before payments are processed. 
e. The ANZ transaction group should consider the 
adequacy of the review process conducted by the 
Financial Accountant Coordinator and other 
comparative evidence of the reasonableness of the 
payroll payment before authorising the payment. 

1. Finance Manager Comments: 
All recommendation have been adopted including documenting 
of payroll processing as well as cross training of alternate staff. 

2. Information Technology Systems and Controls 
- Data access controls need to be reviewed and 
upgraded to reflect the current roles, responsibilities 
and authorities. 

2. Finance Manager Comments: 
Access to PY module has been reviewed and necessary changes 
made to ensure currency. 
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3.Information Technology Systems and Controls 
- Civica should be consulted to determine how the 
current processes can be made more efficient. 
Improvements could include: 
a. Retention of payrolls in electronic format. 
b. Automation of processing of time records. 
c. Provision of audit trails to identify changes to 
master data. 
d. Design of data analytics to enable improved 
management and supervision of the payroll function. 
e. Electronic data retention that will eliminate the 
need to retain hard copy payroll reports. 

3. Finance Manager Comments: 
A number of recommendations have been implemented such as 
audit trails and electronic data retention. For other system 
related matters, budget line item has been voted for 2016-17 
financial year for this review to be conducted by Civica payroll 
specialist. 

4. Procedural Controls 
- Alternatives should be investigated with a view to 
improving the timeliness and quality of timesheet 
submissions. Electronic lodgement would assist in 
both timeliness and facilitate the approval process.  
In addition, validity checks could be included in the 
on-line processes so that incorrect coding of 
timesheets is stopped at the input stage, rather than 
during the processing of the payroll. We suggest that 
consultation is conducted with Civica to ascertain 
what options may be available, and a decision taken 
regarding improvement of the systems following this 
consultation. 

4. Finance Manager Comments: 
Council's Business Analyst is undertaking analysis of electronic 
time sheeting solution. The first phase has completed with an 
electronic indoor staff timesheet solution in place. The next stage 
involves extending this to the outdoor workforce. 

5. Procedural Controls 
- Staff who have accumulated excess leave should be 
required to reduce their outstanding leave when 
their entitlements exceed the eight week limit. In 
particular, a program should be put in place to 
significantly reduce the Payroll Officer’s leave 
balance as soon as an alternative resource has been 
trained in the payroll processing role. 

5. Finance Manager Comments: 
Alternate resource has been trained and payroll officer is 
scheduled to take long service leave in the next few months. 

6. Document Storage and Security 
- The inability to store payroll reports other than as a 
hard copy version seems unlikely. Consultation 
should be conducted with Civica to resolve the 
retention of the payroll in electronic format. 
Retention of payrolls in electronic format will enable 
data analytics tools to be designed to assess the 
accuracy of payroll runs 

6. Finance Manager Comments: 
Budget line item has been voted for 2016-17 financial year for 
this review to be conducted by Civica payroll specialist. 
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7. Training Provision to ensure Document Storage 
and Security 
- Training should be provided to the Payroll Officer 

(and potentially HR personnel) in the use of TRIM. As 
part of the policies and procedures, document 
standards should be set for retention of payroll 
related information. 

7. Finance Manager Comments: 
The training has been provided internally by Council's records 
department. 
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Audit Title 

 
 
 

Risk Rating 

 
 
 

IAC Review Date 

Procurement High  

Audit Objectives 
N/A (refer below comments) 

Findings 
N/A (refer below comments) 

Associated Risks to Council 
N/A (refer below comments) 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

 Auditor Recommendations   Current Status (include evidence) 
A detailed procurement review was conducted during the first and second quarters 2015. Observations during this review 
(carried out by an independent industry expert) resulted in a number of recommendations for the organisation, with the 
intention that implementation of these recommendations would lead to a more effective and efficient procurement 
function. Recommendations fell into five categories: 
1. Strategy 
2. Tools & Processes 
3. People 
4. Systems & Technology 
5. Suppliers 

The "People" category mentioned above included a re-structure of the existing procurement function, which resulted in 
recruitment of the new Supply Services Team. This team reached full complement in February 2016 and has since settled 
quite quickly into a cohesive working group. 

Several elements or recommendations of the procurement review have a direct link to recent Internal Audits, and also the 
'15/'16 Risk Management Action Plan (RMAP). For example: 
- Probity enhancements (communication to staff in line with IAC Tendering recommendation no.5). 
- Procurement strategy (drafted in line with RMAP objective OP2.2). 
- Review of procurement procedures (commenced in line with RMAP objective OP2.3). 
- Expenditure analysis (complete in line with RMAP objective OP2.5). 

Remaining recommendations to be implemented have been prioritised and programmed into the Supply Services Teams' 
annual work plan. This work plan can be located within the draft Supply Services Strategy. 
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Audit Title 

 
Risk Rating 

 
IAC Review Date 

Business Continuity Management Review MEDIUM n/a 
Audit Objectives 

BVSC was invited to participate in the Statewide Mutual; Business Continuity Management Review and Gap Analysis 
Programme. This programme, fully funded by Statewide Mutual, offers all its members a comprehensive review and gap 
analysis of Council’s Business Continuity arrangements and participation in a facilitated scenario-based exercise, to assess 
the efficacy of the documents developed and the key personnel’s ability and effectiveness to respond. The document 
review and exercise considers the following key elements: 
● Effectiveness of Council’s BCM documentation; 
● Council’s preparedness to respond; 
● The readiness of dependable resources; 
● Understanding of Council’s Critical Functions; 
● Key personnel knowledge and confidence in their role; and 
● Identification of any deficiencies and issues with current arrangements. 

Findings 
Some of the key elements requiring improvement are: 
● Greater use of Council’s documentation to benefit from the guidelines, templates and reference to the Critical 
Functions’ priority timeframes. 
● It would be of great benefit for the Continuity Management Team to have available a list of all Critical Functions in order 
of priority that also lists each Function’s resource requirements. This list will assist the Team to systematically deal with 
those functions most urgent according to their Maximum Allowable Outage (MAO) and allow for the distribution and 
allocation of resources, including office accommodation. 
● Remember to set up the Coordination Centre appropriately. For example the setting up of the Coordination Centre 
generally requires the use of display/ notice boards. It is important that all key matters of note, such as notices, media 
releases and allocation of duties etc, be clearly displayed chronologically to help the Team to keep focus, maintain order 
and avoid confusion or duplication. 
● Communication channels - There should be an agreed line of communication established to and from the respective 
CMT Member and Sub Plan Owners; for Sub Plan Owners to provide status reports to the CMT and receive instructions 
from back in accordance with decisions made. Further, it should be remembered that some of the non-critical functions 
may also be affected and communication with them should also be established and maintained. These communication 
channels should work in all circumstances, even if power and or phone lines are down. 

Associated Risks to Council 
Reputation, Financial, Communications, ICT. 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

 Auditor Recommendations   Current Status (include evidence) 
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1. Business Continuity Management 
- Council to revisit or conduct a new Business Impact 
Analysis, to ensure it reflects current structure 
experience and availability of resources. 
- Ensure the framework addresses roles, 
responsibilities and reliance of external providers. For 
example; consider the impact on or from 
external providers in analysis and dependability of 
response. 
- Ensure the next review is thorough and critical of 
content and takes into account and make reference to 
all relevant interruption plans such as the DRP. 
framework 

1. ODG Executive Manager Comments: 
This is a recent audit activity conducted during the 2015/16 
reporting period. A Business Impact Analysis has been 
commenced by the Risk & Internal Audit Coordinator TRIM 
document D16/22594. This BIA will be completed during the 
2016/17 reporting period. The BCP was recently updated as part 
of the annual risk management action plan required by Council's 
insurer. This included the drafting of critical function sub-plans, a 
BCP SharePoint page, BCP fact sheets and some pre & post 
exercise checklists. 

2. Training and awareness of Business Continuity 
- Ensure training is promptly provided to all staff in key 
and alternate roles; 
- Ensure the delivery of awareness training to general 
staff; and 
- Include awareness training of Council’s BCP 
arrangements within the induction program as part of 
risk management awareness. 

2. ODG Executive Manager Comments: 
Training in BCP to be formalised within the BIA. Additionally a 
sharepoint page has been created which contains all relevant BCP 
documentation and is available to all staff able to log on to a 
Council computer. Full exercise undertaken by Ellie Diaz at 
request of Statewide Mutual during July 2015. 

3. Risk Assessment 
- Council to revisit or conduct a new Business Impact 
Analysis, which 
includes the risk assessment, to ensure it reflects 
current structure 
experience and availability of resources. 
- Review the functions’ potential failure scenarios as 
these may have 
changed since first assessed. 

3.ODG Executive Manager Comments: 
A Business Impact Analysis has been commenced by the Risk & 
Internal Audit Coordinator TRIM document D16/22594. 

4. Business Impact Analysis 
- Council to revisit or conduct a new Business Impact 
Analysis, to ensure it reflects current structure 
experience and availability of resources. 
- Review the functions criticality as these may have 
changed since first considered. 

4. ODG Executive Manager Comments: 
A Business Impact Analysis has been commenced by the Risk & 
Internal Audit Coordinator TRIM document D16/22594. 
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5. Preparatory controls identified and implemented. 
- (This includes contingencies that will mitigate the 

impact of an interruption event of reactive measures 
that will assist to better manage the interruption.) 
- Conduct a critical review of all preparatory controls to 
reflect current conditions and level of resources. 
- Ensure the strategies that best meet the Council’s 
needs have been implemented based on a cost-benefit 
analysis. 

5. ODG Executive Manager Comments: 
The BCP was recently updated as part of the annual risk 
management action plan required by Council's insurer. 

6. Documented and suitably endorsed Business 
Continuity Plan and framework 
- Conduct a more critical review of the document and 
ensure it remains consistent and current in content, 
analyses and resources. 
- Ensure the BCP is referenced and aligned with 
Council’s IT Disaster Recovery Plan. 

6.ODG Executive Manager Comments: 
The BCP was recently updated as part of the annual risk 
management action plan required by Council's insurer. 

7. Business Continuity arrangements tested and 
exercised 
- Ensure Council follow a regular cycle of training and 
exercising of its BCP arrangements to ensure they 
remain current, relevant and key personnel maintain a 
sound level of knowledge and understanding. 
- Testing and exercise should also involve Alternate 
personnel 

7. ODG Executive Manager Comments: 
This will be formalised in Business Impact Analysis. 

8. Monitoring and review for continuous 
improvement 
- A more thorough review be undertaken that critically 
interrogates the written arrangements in the current 
organisational context to establish consistency across 
all documentation. 

8. ODG Executive Manager Comments: 
The BCP was recently updated as part of the annual risk 
management action plan required by Council's insurer. 
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Audit Title 

 
Risk Rating 

 
IAC Review Date 

Fraud and Corruption High  
Audit Objectives 

The objective of the fraud and corruption assessment is to identify, test and evaluate the effectiveness of existing fraud 
and corruption controls. 

Findings 
Overall, we found there are areas for improvement in terms of the processes and fraud controls currently in place at 
Council. These areas include developing fraud risk assessments, improvements to pre-employment procedures and 
controls relating to accounts payable and payroll. A number of recommendations have been made throughout this 
report (section 3) that Council should consider and implement to further strengthen controls relating to the prevention 
of fraud. 

Associated Risks to Council 
Reputation, Governance, Financial and Ethics 

Implementation of Controls (% ) 
10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 

 Auditor Recommendations   Current Status (include evidence) 
1. Fraud Control Plan 
- It is recommended Council formally develop a 
Fraud Control Plan. A Fraud Control Plan or similar 
document should become a key document that 
explains how the Council’s separate fraud policy, 
risk register, prevention, detection and response 
strategies are coordinated and reviewed 

1. ODG Executive Manager Comments: 
Risk & Internal Audit Coordinator is currently in the process of 
developing the fraud control plan; this plan will include the 
following information: 
• Definition of Fraud 
• Council Expectations 
• Ethics 
• Responsibilities for Fraud 
• Prosecution Policy 
• Fraud risk management statement 
• Summary of Fraud Risks 
• Strategies to Address Fraud Risks 
• Internal Controls and Internal Audit 
• How to Report a Suspected Fraud 
• Internal and External Investigations 
Expected completion date is 31/12/2016 

2. Code of Conduct 
- It is recommended that Council consider 
documenting a Bega Valley Shire specific Code of 
Conduct. 
- It is recommended that records showing staff have 
read and understood Council’s Code of Conduct be 
captured and retained on file as acknowledgement 
that they have agreed to abide by this Code of 
Conduct at all times. 

2. ODG Executive Manager Comments: 
The Governance Coordinator is currently investigate the viability 
of developing a BVSC specific Code of Conduct vs using the Model 
Code. (If it is deemed appropriate to develop a BVSC specific code 
then this action will be to undertake that task). Attendance 
register to be kept which shows who has attended Code of 
Conduct training. 
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3. Fraud Risk Assessment, Risk Assessment and 
Risk Appetite 
- It is recommended Council complete an 
organisation wide Fraud Risk Assessment to identify 
and assess all possible fraud risks. 
- It is recommended a risk appetite is developed and 
endorsed by Council. 

3. ODG Executive Manager Comments: 
Risk & Internal Audit Coordinator is in the process of conducting 
an organisation wide Fraud Risk Assessment to identify and assess 
all possible fraud risks. 
Risk & Internal Audit Coordinator to ensure all Risk appetite 
statements to be included in all risk management plans. 

4. Fraud Register 
- It is recommended the Council formally develop a 
centralised Fraud Register to ensure the Council has 
a system for recording all reports received relating 
to fraud. This will also allow a central review of the 
progress of investigations and also make sure 
appropriate actions have taken place. 

4. ODG Executive Manager Comments: 
Council is currently investigating whether or not existing TRIM 
folders (which contain confidential information relating to 
incidents of fraud) is sufficient to use as a centralised Fraud 
Register. Completion date 31/12/2016. 

5. Policies and Procedures 
- It is recommended that Council formally document 
policies and procedures relating to Fraud and 
Corruption. 

5. ODG Executive Manager Comments: 
Fraud Control Plan will use the same format as a Council 
procedure (see 1.1.1). Implementation date 31/12/2016. 

6. Pre-Employment Screening 
- It is recommended Council incorporate mandatory 
police checks, verification of applicants’ identity and 
verification of qualifications into the current pre- 
employment screening process, especially for staff 
taking on roles remunerated in excess of a set 
threshold. 

6. Business Services Manager Comments: 
Employee Support Services is drafting an On-Boarding Procedure - 
expected completion, 01/08/2016. This procedure will mirror e- 
Recruit for the processing of all new employees which includes 
the verification of licences and mandatory requirements. Further 
research on the tasks, pricing and overall considerations of 
undertaking police checks will be undertaken which will require 
LEG review and decision. 

7. Vendor Masterfile 
- It is recommended Council changes to the vendor 
master file should be independently reviewed on a 
timely basis to ensure there is appropriate 
segregation of duties. 

7. Finance Manager Comments: 
Due to structure of the accounts payable team, with only one 
staff, segregation of duty is not possible. As an alternative option, 
audit trail of vendor master files have been setup to log any 
changes. This will be reviewed periodically to identify any 
discrepancies. 

8. Portable and Attractive Assets Register 
- It is recommended that a Portable and Attractive 
Assets register is created and reviewed on a timely 
basis. 
- It is also recommended formal guidelines are 
developed and communicated to staff members in 
terms of the use and operation of the Portable and 
Attractive Assets 

8. Business Services Manager Comments: 
Work has commenced on both of these items. Both items 
expected to be complete in Q1 of 2016/17 Financial Year. 
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9a. Delegations and Credit Notes 
- It is recommended that user access and user 
access levels are formally reviewed on a periodic 
basis by an authorised staff member to ensure that 
access is appropriately restricted. 

9a. Business Services Manager Comments: 
Technology Services will implement a review process for this item 
within the Q1 of the 2016/17 Financial Year. 

9b. Delegations and Credit Notes 
- It is recommended an approval process be 
implemented for the issue of refunds and credit 
notes. 

9b. Community & Cultural Manager Comments: 
The procedure will be changed to include sign off by the customer 
service team leader or other team member on any transactions 
that require a refund or are to be voided. 

10. Credit Cards 
- It is recommended reconciliations are completed 
in a timely manner. Portal access should be 
removed when an employee leaves and more 
generally reviewed at regular intervals to ensure 
access levels assigned are appropriate. 

10. Business Services Manager Comments: 
Employee Support Services is drafting an Off-Boarding procedure, 
that will provide directives for the correct processing of an exiting 
employee. This will include processes not just for employees 
permanently exiting however for employees exiting one position 
and entering another with Council, that by virtue of the 
procedure, will ensure access levels are reviewed and change 
requirements identified. Estimated roll out date of 01/8/16. 

11.Fraud Awareness Training 
- It is recommended that Management develop an 
ongoing fraud awareness training program to 
ensure that staff members fully understand and are 
aware of their fraud control responsibilities. 
- Once developed, it is recommended that Council 
establish a means of evaluating the adequacy of 
their fraud training and awareness programs to 
ensure this has been conveyed adequately to all 
staff members and is fully understood. 

11. ODG Executive Manager Comments: 
Risk & Internal Audit Coordinator facilitates induction & fraud 
awareness training as part of corporate induction. Fraud 
Awareness information is currently been developed for 
SharePoint and a 
Quality Control system will be built in to training package to 
assess staff awareness of Fraud Control within Council. 
Completion date 31/12/2016. 

12.Data Mining and Continuous Monitoring 
- It is recommended Council formally document and 
implement a process for detection measures 
relating to data mining and continuous monitoring 
of data. 
- Analysis and continuous monitoring on a regular 
basis will provide additional controls and can be 
used to indicate the occurrence of fraudulent 
activities 

12. Finance Manager Comments: 
Council has introduced Business Intelligence dashboard that 
summaries employee, supply, finance and asset data at various 
levels. The dashboard is placed on Council's intranet so that 
council staff can regularly monitor and identify trends. 

13. Review of the Payroll Masterfile Changes 
Reports 
- It is recommended the payroll Masterfile changes 
reports are independently reviewed on a regular 
basis. 

13. Finance Manager Comments: 
All changes to payroll Masterfile is logged and reviewed 
periodically. 
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